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Abstract

Unmanned Aerial Vehicles (UAVs), or commonly known as drones, have been utilized in numerous applications,
including civilian and military environments, due to their low cost and high level of usability. These devices have
triggered significant security and protection issues, demanding the development of reliable detection and
classification systems. However, UAVs have been used to achieve illegal operations, resulting in emerging threats to
personal and public security. The traditional detection method suffers from small targets, uncertain situations, and
stealthy cases. Consequently, due to their accuracy and efficacy in detecting drones in a diverse range of scenarios,
Artificial Intelligence (Al) has become a significant solution for drone detection and classification. In this paper, an
audio-based mechanism has been developed using a convolutional recurrent neural network (CRNN) algorithm to
exploit the exclusive audio fingerprint of drones for detecting and identifying them. The model achieved 94.85%
accuracy with a 94.41% F1-score from different types of drone sound files collected from the DADS site. It operates
with a three-seed and thresholds to guarantee the stability and dependability of the model. This paper aims to
validate the use of this algorithm for drone detection in an actual environment and train the model with different
seeds to measure the model's stability against random variation.

Keywords — Machine Learning, Drone Security, Deep Learning, Acoustic Feature

1 Introduction

Over the last few years, there has been a significant increase in drone research due to their increasing feasibility in
various applications (Digulescu et al., 2020). Drones have become more attractive in both civil and military
environments, owing to their low cost and variety of sizes (Coluccia et al., 2020). However, they pose a genuine
threat when obtained by an unauthorized entity (Chang et al., 2018), so there is an urgent need to enhance the
detection and classification of drone functions in the aerial domain (Frid et al., 2024). Traditional detection methods,
including Radar, Radio Frequency (RF), Optical, and Acoustic sensors, are widely utilized to detect and identify drones
(the pros and cons are mentioned in Table 1). Consequently, these created a demand for other efficient ways of
detection and classification (Almasri, 2021). Machine Learning (ML) and Deep Learning (DL) based object detection
techniques have achieved notable success due to their high accuracy and readily available processing capabilities
(Singha & Aydin, 2021). Since most traditional methods for identifying or detecting undesirable UAVs haven’t
achieved a high enough prevention rate during detection, ML has shown considerable advantages in object
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recognition and categorization across various disciplines, where it can recognize patterns without human assistance.
For several reasons, including human limits in recognizing small objects and the possibility of focus problems due to
boredom or tiredness, decreased reliance on human assistance is desirable. ML can identify forms through
paradigms that are completely invisible to human sight, and these include traditional methods that are undetectable
by human sensory systems (Rahman et al., 2024). Acoustic detection eliminates the need for line of sight, making it
productive in complex environments or low-altitude drone operations (Tejera-Berengue et al., 2023). This study
suggests using deep learning methods to detect drones using audio inputs. It aims to improve drone detection by
merging Artificial Intelligence (Al) with a conventional identifying approach, especially the audio one. This will
enhance the defense system for both military and civilian applications.

This paper is organized as follows: Section 2 mentions the related works. The proposed framework is in Section 3.
Section 4 presents the experimental results. Some evaluation metrics are defined in Section 5. Finally, the paper

concluded in Section 6 with a summary of the results and recommendations for further research.

Table 1. Pros and Cons of Traditional Methods

Technology

Pros

Cons

Radar

Radar systems are advancing due to their
intrinsic advantages (De Quevedo et al., 2018),
such as operating day and night, long range,
being less affected by weather, and operating
even when the drone navigates autonomously
(absent RF emissions) (Famili et al., 2024; Park
etal., 2021).

However, these systems often encounter
difficulties in detecting drones with a small radar
cross-section (RCS), a measurement of a target's
ability to scatter radar signals, broadcasting
permission, and spectrum verification are
necessary to avoid complications (Nemer et al.,,
2021; Samuell Aiad Saleip et al., 2021).

RF Signals  RF-based systems provide enhanced range and On the other hand, radio frequency demands an
coverage, rendering them ideal for detecting extensive database of RF drone/RC signals
UAVs over large areas (Vasant Ahirrao et al., (Aouladhadj et al., 2023) and can be affected by
2024). It is relatively inexpensive (Medaiyese et  dangerous or legally altered RF that will surpass
al., 2022), shows a minimal rate of false alarms, receiver capabilities (Chiper et al., 2022).
and is easier to find UAVs and their operators
(Sayed et al., 2024).

Acoustic  Acoustic sensors are useful for differentiating Acoustic sensors are sensitive to surrounding

Sensors drones from birds based on acoustic signals sounds, especially in noisy environments, are
(Coluccia et al.,, 2020). Also show superior unsuccessful in windy conditions, and require a
performance in low-visibility conditions (Zamri database of acoustic sighatures for various drones
et al., 2024). for training and testing (Narayanan et al., 2023;

Taha & Shoufan, 2019).
Optical In optical detection, the developed cameras can  Visual information presents several challenges,
Sensors already be used, with a low cost for essential including the operation of UAVs in convoluted

optical Sensors. Moreover, software
applications identify and categorize objects
(Guvenc et al., 2018; Matic et al., 2020).

environments, which can result in target
obstruction and unstable flight paths (Opromolla
et al, 2018). Furthermore, the precision
performance declines in adverse environments
such as poor light, fog, dust, and other conditions,
perhaps resulting in full failure at night, and also
requires a line of sight (LOS) (Khan et al., 2022;
Seidaliyeva et al., 2024).

2 Related Work
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Several research projects have focused on detecting drones using their auditory features, as acoustic-based
detection is still a relatively new field of study. Seo et al. analyzed convolutional neural networks (CNNs) when using
the Short-Time Fourier Transform (STFT) properties of the drone's acoustic signal for drone detection. The DJI
Phantom 3 or Phantom 4 hovering drone is used for experiments conducted in an open area. The percentage of false
alarms and detections for the 100-epoch model is 98.97% and 1.28, respectively, whereas the 10-epoch model shows
a detection rate of 98.77% and a false alarm rate of 1.62% (Seo et al., 2018). They didn’t utilize the CRNN architecture
and didn’t mention evaluation metrics such as F1-score. Ohlenbusch et al. classified UAVs according to their acoustic
signature. They used the Support Vector Machine (SVM) decision algorithm on various datasets collected from
different environments. The model achieved excellent results with an accuracy of 92.63% and a 93.19% F1-score.
The model’s results were not effective in a far distance and quiet situation. The authors excluded comprehensive
evaluation metrics, like precision and recall (Ohlenbusch et al., 2021).

Al-Emadi et al. demonstrated a drone detection approach utilizing various algorithms, including a Convolutional
Neural Network (CNN), a Recurrent Neural Network (RNN), and a Conventional Recurrent Neural Network (CRNN).
The paper analyzes their performance on the author's recording drone dataset. The results outlined that CNN
surpassed the RNN model with 96.38% accuracy and 95.90% F1-score. In all evaluation metrics, the CRNN model
exceeded the RNN model. They considered that the CRNN model is more practical due to its processing speed and
coherent results, even with the CNN's high general performance (Al-Emadi et al., 2019). Jasim and Hreshee proposed
A similar strategy by introducing a three-hybrid model for drone detection and classification, namely CNN-
Conformer, CRNN-Conformer, and RNN-Conformer. A dataset of 1,500 drone audio clips gathered from different
drone types, including DJI Phantom 4 Pro and DJI Mavic 2 Pro. The results show a superiority of CNN-Conformer with
98% accuracy and 97% for CRNN-Conformer. The research exhibited the efficacy of drone detection using acoustic
features with a hybrid DL model and presents a reliable solution for scenarios where other methods are limited
(Jasim & Hreshee, 2025). Some approaches extract features using the Fast Fourier Transform (FFT), while others add
more microphones to address potential issues (Busset et al., 2015; Svanstrom et al., 2020).

3 Proposed Framework

3.1 Dataset

This paper used a large number of drone audio files to train the model. The dataset was obtained by downloading
files of the Drone Audio Detection Dataset (DADS) (GeronimoBasso, n.d.), a publicly available audio dataset that is
specifically aimed at researching the classification of sounds of a drone to allow the model to learn sound features
and avoid overfitting. The dataset consists of various audio clips recorded in different environments and situations
with various drone types and background sounds. The data were split into two classes: 1) Drone with 5000 clips and
2) No-Drone with 5000 clips. Each audio clip was checked to ensure its quality and integrity. The data were split into
70% training, 15% validation, and 15% testing to develop a coherent and readily assessable model.

3.2 Data Preprocessing

The audio files were formatted into the WAV format, mono channel, and sampling rate of 16 kHz. The length utilized
was a 1-second clip, where the defective and entirely quiet file was deleted. Additionally, segment the file whose
length exceeds 1 second and add a loop for the shorter one. The audio recordings were segmented and transformed
into Mel-spectrograms with constant parameters using the STFT. Feature values were then normalized to improve
convergence and stable model training. The 1-second segmentation behaved better than the 2- and 5-second ones
(Al-Emadi et al., 2019). Even though the original audio features may be lost, the only commercially available
technique for training machine learning or deep learning algorithms on audio data is converting audio samples into
spectrograms.
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3.3 Data Labeling

Each audio segment was given a ground truth label following data collection and preprocessing, to facilitate
supervised training and analysis.

- Segments with drone noises were identified using the keyword "drone".

- Segments that had additional background or ambient sounds—such as typing, traffic, human activity, or
ambient noise—were marked as "no-drone".

For steady model training and balanced distribution, the 10,000 one-second audio segments in the dataset are split
equally between 5,000 drone and 5,000 no-drone samples. Evaluation is possible by contrasting model predictions

with the actual ground truth, thanks to the maintenance of class labels in a ground_truth.csv file. In Table 2, the data
per label are shown.

Table 2. Data per Label

Type of data Records Total
Original Augmented Total

Drone 5000 0 5000 10000
No-drone 5000 0 5000

3.4 Neural Networks

This study computed one-second Mel-spectrograms with CRNN to identify drone sounds. Convolutional Neural
Networks (CNNs) are employed to extract discriminative spectral features from time—frequency representations of
audio signals, while Recurrent Neural Networks (RNNs) are used to model the temporal dependencies across
consecutive frames. Using a Convolutional Recurrent Neural Network (CRNN) design by concatenating both, the
system can utilize both spectral and temporal attributes of sound events, and thus achieve better detection (Cakir
et al., 2017; Choi et al., 2016). The last fully connected layer provides a single detection probability as a sigmoid
function, which is the probability of the presence of drones. To perform a more generalization, dropout

regularization and the Adam optimizer are used with binary cross-entropy loss. Fig.1 represents the CRNN
Architecture.

Mel-spectrogram

Conv2D (3%3, 32) Conv2D (3x3, 64)
BN + ReLU + MaxPool - BN + ReLU + MaxPool

Conv2D (3x3, 128)
BN + ReLU + MaxPaol

Reshape — Bi-GRU (2
layers x128 units per
direction)

Attention Pooling

FC (2x128 — 128 — 1) Sigmoid (Detection Final Decision (Orone /
+ ReLU + Dropout Probability) No Drone)

Figure 1. CRNN Architecture
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3.1 Methodology and Setup

The suggested pipeline starts by dividing all audio recordings into one-second segments. Every clip is normalized,
transformed into a Mel-spectrogram using STFT, and then fed into a CRNN. Fully connected layers with sigmoid
activation generate a binary classification (drone/no-drone), recurrent layers record temporal dependencies, and
convolutional layers extract time-frequency information. To ensure that the findings only represent the model's
capacity to learn from actual data, no data augmentation was used. The neural network was trained with a batch
size of 32 and an initial learning rate of 0.001 for 150 epochs in the experimental configuration using the Adam
optimizer. Early stopping with a 10-epoch patience was utilized to avoid overfitting. For possible real-time
deployment, it will also evaluate the model's stability across a range of thresholds and examine its computing
efficiency in terms of training and inference time. The time signal and spectral analysis (FFT) indicate that the sound
of the drone has a unique time-frequency pattern as compared to noise, which necessitates the application of the
time-frequency analysis and deep-learning methods in the detection process (see Fig. 2). To display the process's
output, see Fig. 3, which shows a one-second sample of drone sound. Sample of a random sound, like a human laugh,
in Figure 4.
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Figure 2. Time-domain waveforms and frequency-domain spectra (FFT) of (a), (b) drone audio and (c), (d) non-
drone (human) audio
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Drone Audio Clip
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Figure 3. Example of drone noise in spectrogram representation

__human laugh Clip

01 0.2 03 04 05 06 07 08 09
Time (s)

Figure 4. Example of a human laugh in spectrogram representation.

In ML research, seed 42 is typically utilized as a default seed. Therefore, to demonstrate that the model is real,
steady, and reproducible, three adjacent seed types (42, 43, and 44) were used, as shown in Table 3. Evaluation
metrics were used to exhibit the consistency of the results, where the AUC values exceeded 99.6% for all seeds with
+0.02 Fl-score. The results demonstrate the model's robustness, as it remained unaffected by random weight
initialization, thereby ensuring accurate and stable learning. The model was checked using common classification
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measures, including accuracy, F1 score, precision, and recall, to meet these goals. The training process took just over
an hour on a CUDA-enabled GPU. Details on the setup of the environment are presented in Table 4.

Table 3. Performance Stability Across Different Random Seeds

Random Seed F1 Precision Recall AUC
42 0.942 0.900 0.988 0.998
43 0.982 0.979 0.985 0.997
44 0.985 0.985 0.985 0.997

Table 4. Details of the Environment Setup

Operating System Windows 11 Enterprise, Version 24H2 (OS Build 26100.6584). (ASUS laptop)
Programming language Python 3.12
CPU Intel(R) Core (TM) Ultra 7 155H (22 CPUs), ~3.8 GHz
Number of CPU Cores 16
Framework and libraries PyTorch 2.0.0, TorchAudio 2.0.0, Librosa 0.10.0, Scikit-learn 1.3.0

Al-Emadi et al. tested various dataset split ratios for testing, validation, and training, and found that the split ratio
didn’t affect performance variance. So, a 70:30 mix is utilized. The data is with 70% for training and 15% for both
validation and testing (Al-Emadi et al., 2019). The model flowchart is illustrated in Fig.5.

The Proposed Framework

‘ t ’ { !
| Data acquisition | Preprocessing Feature extraction Detection framework

"

L]
[ Audio clips from DADS } WAV Format STET CRNN
l Two classes with 10000 clips ] 16 KHz Mel-spectrogram Sigmoid

1- second clips Threshold

Final decision

Figure 5. The system flowchart

4 Simulation Results

The experimental outcomes of training and assessing the CRNN model on the drone audio dataset are discussed in
this section. Three separate random seeds (42, 43, and 44) were used in the training, and three decision thresholds
(0.40, 0.50, and 0.65) were applied for the best seed only to measure the study's resilience. The (0.50) threshold is
the standard boundary for detection, balancing precision and recall. A lower threshold of (0.40) raised sensitivity for
detecting potential drones with reduced precision. In contrast, a higher threshold of 0.65 prioritized precision but
minimized recall. Experiments using multiple random seeds were conducted to assess the stability of results. The 42
seed achieved the best results; consequently, it was utilized in the model. Table 5 illustrates the three seed results.
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Table 5. Drone Detection Results

Evaluation Metrics (%) CRNN (0.40) CRNN (0.50) CRNN (0.65)
Accuracy 91.59 94.86 83.17
Precision 89.42 95.87 97
Recall 93 93 66
F1-Score 91.17 94.41 78.57

The three evaluation thresholds showed clear differences in the results. At the lowest one (0.40), the model was
able to detect most real cases, where the recall reached 93% while the precision reduced to 89% due to the increase
in FP. With an Fl-score of 0.94 and an overall accuracy of 0.95, the model performed most consistently and
balancedly at threshold 0.50, demonstrating the ideal trade-off between recall and precision. Recall dropped
precipitously to 0.66 at threshold 0.65, lowering the F1-score to 0.78, but precision increased to 0.97. These findings
are consistent with the expected trade-off behavior: whereas raising the threshold reduces false positives but
increases false negatives, decreasing the threshold boosts recall but also increases the chance of false positives.
Numerical results from Table 5, which looked at thresholds of 0.4, 0.5, and 0.65, confirm this conclusion. The 0.5
threshold achieved the best balance for the F1 score, while the 0.65 threshold prioritizes accuracy and renders the
model more conservative. The improvement in recall due to a 0.40 threshold.Fig. 6 shows both Accuracy and F1-
score for three seeds, which were the best at a 0.5 threshold.

80
60

40

Percentage (%)

20

04 0.5 0.65
Threshold

Figure 6. Accuracy and F1-Score Across Thresholds
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The plot in Fig. 7 illustrates the increase in precision to 97% with a large decrease in recall (66%). Therefore, the

selection of thresholds depends on the primary objective of the system, whether it is to detect all targets, a security
system, or an early warning system.

Precision

95 Reca

Percentage (%)
@ o o
S v} =3

-~
v

~
o

65

0.40 0.45 0.50 0.55 0.60 0.65
Threshold

Figure 7. Precision and Recall Across Thresholds

The confusion matrices of all seeds are shown in Figures 8.

Confusion Matrix Confusion Matrix
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Confusion Matrix

No-Drone

True label

Drone

Mo-Drone Drone
Predicted label

(c)
Figure 8. Confusion Matrix for Threshold values of (a) 0.4, (b) 05, (c) 0.6

Some studies have shown a greater level of accuracy, but they are tested on small or proprietary data, with fewer

types of drones. Conversely, the suggested approach is tested on the more varied DADS dataset, and it shows good
generalization, as shown in Table 6.

Table 6: The evaluation results of the proposed CRNN are compared with those of previous research

Method Dataset Drone Types Model Accuracy
(Seo et al., 2018) Self-recorded DJI Phantom 3 and CNN 98.87%
Phantom 4
(Al-Emadi et al., 2019) Self-recorded Parrot Mambo, CNN, RNN, CRNN 94.72%
Parrot Bebop
(Casabianca & Zhang, Self-recorded Multirotor UAV CNN + late fusion 94.7%
2021)
(Frid et al., 2024) Self-recorded Multi types LSTM (RF + Acoustic) 91%
(Mapara et al., 2025) Self-recorded () cified Random Forest (RF) 89%
(Ren et al., 2025) Self-recorded . ypes CNN + adaptive feature 94.50%
fusion
Proposed Method DADS Multi types CRNN 94.86%

5 Evaluation Metrics

There is an urgent need to evaluate the model's performance, especially in DL and ML (Dalianis, 2018).

Some evaluations are mentioned below:

True positive: Expected the drone class correctly.

(1)
P= —F
TP+FN

False Positives: When a no-drone class is identified as a drone.

2)
FpeFP_
TN+FP

False negative: The model incorrectly classified the drone as a no-drone.
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Recall: Present how many positive samples are predicted as positive.

_ TP 0 3
Recall = ——x 100% (3)

Precision: Indicates how many of the positives predicted are actually positive.

Precision = —— X 100% (4)
TP+FP

F1-score: Is a merged value between precision and recall. Gives a balanced evaluation of the real model situation.

PRECISIONXRECALL
Fl-score = —————————— X 1009 (5)
score PRECISION+RECALL %

6 Conclusion and Future Work

The paper introduces a drone detection model based on acoustics and implemented as a CRNN model. It is trained
on the publicly available DADS dataset. The experimental findings proved that the suggested method has a good
level of detection ability in a variety of acoustic situations, with the most significant outcomes being recorded with
the decision threshold of 0.5, the optimal level of trade-off between accuracy and recall. In addition, the use of
multiple random seeds confirmed the stability of the training process and showed that the obtained results are not
dependent on random initialization. The CRNN model has a high performance with a 94% F1-score and 94.8%
accuracy, proving the robustness of the model. The threshold sensitivity analysis revealed that the choice of a
suitable value has a direct impact on the precision/detection rate relationship, and that it is reasonable to change
this value based on the practical application needs. The proposed framework has shown the capability of
generalizing, despite the challenges of noise and the variety of recording conditions, when applied to unseen data.
The proposed method achieves a competitive performance, despite being based solely on acoustic signals, as
compared to recent methods that often rely on self-recorded datasets or less diverse datasets. The proposed
method can be utilized in real-world surveillance and security systems because it is low-cost, therefore, allowing it
to be used in the security of critical infrastructure and restricted zones. For future work, merging several algorithms
will be utilized to enhance the detection, such as computer vision or machine learning approaches. Using
augmentation approaches will enhance the model's resilience and improve the ability to detect distant or weakly
signaled drones.
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